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of tho opportunity to oome to talk to yon on ay subject. In inviting no to 
speak on the subject of Of— unications Intelligence, it was indicated that tho 
obj active of the presentation is to create an aw are ness of the background, 
development, and manner of employment of thla vital military weapon. Communi- 
cations Intelligence wae not always regarded aa vital. I am reminded of a 
atory that I read some yean ago in an old book, and the story may be apocry- 
phal, but I give it for what it is worth. It eeeme that about two fcfcnn^^wrf 
years ago there was a Persian queen whose ns— wee gimarlua. she took am 
interest in cryptographs* apparently, and she died. Presumably she went to 
Heaven, or perhaps to the other place, bat she had left instfr—tlona aa to tho 
disposition of her remains, and they built fp r her an imposing mausoleum la 
which her sarcophagus rested. On the outside of tho mausoleum there was carved 
a message, and the message said, "Stay, weary traveler, if thou art footsore, 
hungry or in need of money, unlock the riddle of the cipher graven below, and 
you will be lead to riches beyond all dreams of avarice." Then underneath it 
there wee this cryptogram. *or several hundred years all the experts tried 

i 

their hands at deciphering this message without success, until one day, p ro* 
Bumably , a long-whiskered, bespectacled individual came along and after working 
at it for a considerable length of time, seined the message, whion gave him 
instructions as to a secret entry into the tomb* Hi got inside and then founu 





an instruction to open the sarcophagus, but he had to solve another message, 
which he did, and opened the sarcophagus and found a box. 2n the box was a 
message in plain language, and this is what it said, "Oh, thou vile and in- 
satiable monster, to disturb those poor bones. If thou hadet learned something 
more useful titan the art ef deciphering, thou wouldst not bo footsore, hung*?, 
or in need of money Uany times in the course of the past thirty years I 
have had occasion to wish that X knew tha old gal's address so that I could 
put as a first indorsement to the basic communication the single word "concur.” 
Well, anyhow, it's been an interesting life, if not financially lucrative. 

NOw I am going to read you a little paragraph from Time dated December 17, 
1945. "MSglc is the Word for It" is the title of the artiele. "U.S. citi- 
zens discovered last week that perhaps their most potent secret weapon of World 
War ii was not radar, not tha VT fuse, not the atom boa*, but a harmless little 
maahine which ciyptographers painstakingly constructed in a hidden room in 
Washington. With this machine, built after years of trial and error, of in- 
ferenoe and deduction, ciyptographers have duplicated the decoding devices used 
in Tokyo. Testimony before the Pearl Harbor Committee had already shown that 
tha machine known as "Magic was in us* long before December 7, 1941, had 
givan ample warning of the Japs' sneak attack if only U.S. brass hats bad bean 
smart enough to realise it." well. General Marshall continued the story ef 
"Magic's" magic. Ana then it goes on to say what that story was, and I hops 
I'll have time to come to it a little bit later on. 

1 hardly need to stress the necessity for secrecy in this business. Hope 
for future success depends to a very great degree on maintaining secrecy with 
respect to past achievements. Changes as a result of suspected compromise of 



- 3 - 




cryptographic ays tea* are eaoy to make and vary hard to follow. The effects 
of leakage or coaprcM&s# are not local - they are widespread, because of the 
widespread use and distribution of particular cryptographic ays teas. During 
World War U, I might say, the continuance of our success hung by a very slen- 
der thread. I am reminded at this point of an instance - this was before the 
war - and to avoid naming names I will simply say that there was a chap in a 
certain oapitol of the world who sent a message to his horns government in which 
ho 3aid that he was getting a bit worried about their communications . He said, 
"Tou know, these many exchanges that we are having dealing with this matter in 
hand have made it necessary to be very voluminous in our correspondence, and 
I am a little bit afraid that perhaps some third party might be able to read 
the communications . " well, we read that, and we were very much upset for fear 
something would happen, and so we were on tenterhooks and pins and needles for 
two or three days until we got the reply from headquarters . To paraphrase the 
reply, it aaid, "Well, you southern extremity of a horse's anatomy, don't you 
realise that what you are saying is out of line? Don't you know that our sys- 
tem has so many permutations and combinations it's inconceivable that anybody 
should be able to read these communications without having the key? Now, don't 
you worry any more about it. You tend to your own mission, and we'll tend to 
ours." We were very happy when we read that one. 

1 hardly need to give you a definition of cr—uni. cations intelligence. 

X think that Major Morrison has already dealt with it, and X will simply cite 
the three main objectives. First - to provide authentic information for policy 
makers, to apprise them of the realities of the international situation of the 
war making capabilities and vulnerabilities of foreign countries, and of the 
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intentions of those countries with respect to war. Second - to eliminate the 
element of surprise from an act of aggression by another country. Third - to 
provide unique information essential to the successful prosecution and vital 
to a shortening of the period of hostilities. Now, the background of communi- 
cations intelligence, which ie based upon the science of cryptanalysis, forms 
a very interesting history. It is inextricably bound up with the history of 
cryptography . The two are but opposite faces of the sane coin. Progress in 
one inevitably leads to progress in the other. Hence, while ngr talk is to be 
devoted largely to cryptanalysis and communications intelligence, I will have 
to deal also with cryptography and coumunications security to a certain extent. 
*ow, because of the secrecy or cloak of silence which officially surrounds the 
whole field of cryptology and especially cryptanaly tics , it is obvious that 
authentic information with reference to the background and development of the 
science in foreign countries is quits sparse, and although after World "ar II 
we learned much regarding this field of work by our eneny, security rules pre 
vent my saying very much about them, I can only give a fairly good background 
of U«3« activities, and even then 1 will not be able to say very much about 
meaty activities, because I don't know very much about that background and pre- 
fer not to give any information that I can't document. In ary case, I uight 
say at this point that our relations with the Navy in the early days were such 
as to preclude my knowing very much about what titey were doing, and the same 
vice versa. In the course of ny talk I will give illustrations, many of which 
form part of my own experience. Modesty would dictate their osdssion, but be- 
cause of their possible interest I will use them and will hsre and now make a 
general apology for the use of the personal pronoun. 
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Mew Mgr we have the first slide, please. Glyptography and cryptanalysis 
go back to the dawn of the invention of writing, and here I show at. instance 
of cipher in the Bible. In Jeremiah 25(26 occurs the expression "And the king 
of Sheshaoh snail drink after them." Also in Jeremiah, '"ell, for many, many 
years that word "Sheshaoh" remained a mystery. There was no such place. But 
then somebody discovered that if you write the twenty-two letters of the Hebrew 
alphabet in two rows , eleven and eleven, you set up a substitution alphabet 
whereby you can replace the letters by equivalents. For example, "she" is 
represen ed by "both" -or vice versa, so that "Sheahach," translates "babel", 
"Babylon." The vowels had to be suppiieu. Incidentally, Daniel, who was the 
first psychoanalyst, was also the first cryptanalyst. I say psychoanalyst 
because you remember how he interpreted Nebuchadnezzar * a dreams. Nebuchadnezzar 
had a dream, and when he woke up he couldn't remember it. He called for hie 
sorcerers and asked them to interpret the dream. They askeu him what dream, 
and he said, "Well, I don't remember it, but that's your job, to find out and 
then interpret it." That was a pretty good assignment, and they failed. They 
had a nasty habit of chopping your head off in those a ays if you failed, so 
they got Daniel and he, by some means - the record doesn't show just how - was 
able to reconstruct the dream and then interpret it. Then some years later 
Nebuchadnezzar's son, Balshasaar, was giving a feast, and during the course 
of the feast a hand appeared on the wall behind the candlestick and wrote a 
message, and Belshazzar was very much upset and called for his soothsayers and 
so on, but they couldn't reat it. The message said, "lfene mens tekel upharain." 
Well, Daniel was called in und apparently succeeded in deciphering this massage, 
and the interpretation was "lisne - Goo lath numbered thy kingdom and finishes 
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it. Tokcl - thou art weighed in the balance* and found wanting* Upharoin, or 

• - 

rather Fores, the Bible is indefinite - Thy kingdom ahall be divided and given 
to the Modes and Persians." 

The next is an illustration of the surliest cipher "device history records, 
which is the spitalae used by the ancient Greeks . They had a baton or cylin- 
der of wood around which they wrap;*d spirally a piece of parchment, and they 
wrote the message acrose and took the piece of parchment then anu sent it to 
its destination, where the recipient, having an identically dimensioned rod 
or cylinder, would be able to record true t the massage. This diagram, inci- 
dentally, is not correct. The writing was done along the edges of the parch* 
mcnt. Incidentally, the baton which the Baropeaa field marshall carries as oas 
of the insignias of nis high off is# deriVas from this instrument. 

Caesar, ef course, is well known in history to have used cryptography, 
a very simple method, no doubt, because all he did was to replace each letter 
by the one that was fourth from it in the alphabet. Cicero was the inventor 
of whet is now sailed short hand. Hs had a slave by the name of Taro who 
wrote for Cicero his records and so on in ferronoan notes, aa thay ere called. 

The beginnings of modern cryptography are to be found in Venice in the 
papal states about 1400. 1 show next an alphabet of the period of 1400 which 

is interesting merely because it shews that in thoae early days they alre&dy 
had a recognition of the weakness of what we. call single er aonoalphabetic 
substitution. A solution, of course, is accomplished by frequencies. X don't 
have to go into that. X think nil of you at sea* point have had some eonteet 
witn that sort of thing. But here is a method ef disturbing the nocwnl frequen- 
cies by having the hl^h frequent letters represented by a multiplicity of 
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of characters . Now, tha ear licet tredt that tha world poaaasaaa on this sub* 
Jact of cryptanalysis ia that which was written by a ^aappolitan whose nans 
was Sieo Simonetti. It was written in 1474* Ha describes the methods of solv- 
ing simple ciphers, no doubt, but in a vary dear and concise form. The first 

I 

book, extensive treatise on cryptography is that by a German abbot named Trl- 
theniua, who wrote hiQ monumental, work in 1531* He planned to write four 
volumes, but he quit with the third one because somehow or other he got charged 
with being in league with the Devil, and they burned hie books, as a matter of 
feet. Ve are going to jump a ways now to some examples from history. There 
is a cipher alphabet and system used by Vary, Queen of Scots, in the period 
1545* or thereabouts, 'piers was an Italian cryptographer whose mute was lorta 
who wrote a book published in 1563s end in it he shewed certain types of alpha- 
bets which have come down in history now as Porta's alphabets. That *3 an examp- 
le, taken not from his book but it shows one alphabet with key letters, a or 
b, another alphabet with key letters c or d« I don't want to go into exactly 
how those key letters are need, but it is sufficient to say that sven to this 
day the Porta alphabets are occasionally encountered. Incidentally, porta was 
quits a fallow. Thera are lots of people who refer to his book but have never 
reed it. I took the trouble to have It translated to see Just what he did say, 
and he was probably, in ay opinion, the greatest of the old cxyptographers • 
Incidentally, also he was the Inventor of what we know as the camera obscure, 
the progenitor of our modern cameras. X think also he was the earliest of the 
men to solve a system of ice;}' substitutions where the key ia changing constant- 



ly. Porta's table was actually used in official correspondence. That is a 
picture of e table that was found among the state papers of Queen Elisabeth's 
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tiiae, communicating with th# ambassador to Spain. 

The next slid* I shear is the so-called Vigenere square or Vigenere table, 
a set of twenty-six alphabets, all displaoed step by step with the plain text 
letters at the tpp and the key letters at the slue, and the method of using is 
to take a key word and th* equivalent change in each alphabet according to the 
manner in which the key changes. Sow, Vigenere also has an interest to me be- 
cause although he is credited with having invented that square, he never said 
he did, never made any euch oleins • That's a picture of it as it appears in 
his book, and it goes considerably beyond what the ordinary references say about 
his table. I won't go into those differences. They're technical and perhaps 
of no great interest to us today. 

The next cryptographer I wish to mention is a frenchman, Francois Vieta, 
an enmlnent mathematician, founder of modem algebra. In 1589 he becan Coun- 
selor of parliament at Tours and then Privy Counselor. While in that job he 
discovered the key to a Spanish cipher of more than 500 characters, and then 
all the Spanish dispatches falling into French hands were easily reed. Phillip 
XI of Spain was sc convinced of the safety of his cipher that a ben he found 
the French were aware of the contents of ids letters to ths Netherlands , he 
complained to the Pope that the French were using sorcery against him. There Is 
another example. Here are the alphabets and a eliding card whleh could be 
shifted up end down w*.s used as a changing key, a method of changing the ksy. 
Hero la another called the two square cipher, two alphabet cipher. Using coor- 
dinates again, but there is one complete alphabet and ther is another one, and 
the coordinates are used to represent those letters. That was actually used 
in Charles I time, 1627, communicating with Franc* and Flanders. 
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Z want to jump now to tho ^evolutionary War period in U.S* history. The 
systems used by tho Americana and by the British were almost identical. In 
one ease, in fact, they used the same code book* It appears that there vja3 an 
American whose name was Lovell who was the cipher expert of Congress who managed 
to decipher nearly all, if not all, of the British code messages intercepted 
by the Americans . The next chart showj a picture of a code or syllabary, aa 
we oall it, used by I homes Jefferson. This syllabary is constructed on a two- 
part principle. This is a section of the decoding volume. lou will note 
that the numerical groups are in consecutive order but their meanings are at 
random. They have no alphabetical order at all. It simply means that in the 
encoding seetion the words are in alphabetical order, and their equivalents are 
in random order, a system which even today sees extensive use. Jefferson was 
an all-around genius, and I shall have something to say about him and crypto- 
graphy a little bit later on, I hope. Here*e an interesting slide showing a 
picture of a letter whieh is known a a the Benedict Arnold indecipherable trea- 
sonable Cow Letter, which has never been deciphered. It reads, "I have bought 
a cow and calf from "eu. John Joseph Burleson," and so forth, '^he reason that 
it hasn’t been deciphered is that there isn’t enough of it to form the basis for 
e solution. 1 am going to say a few words about Egyptian hieroglyphics for the 
reason that 1 think that that represents the next landmark in the history of 
cryptography. About 1021 a frenchman, Champolio, startled the world by begin- 
ning to publish translations of Egyptian hieroglyphics . Tnis is a picture of 
the Boeette dtona, Egyptian hieroglyphics decoded to Egyptian and then Latin, 
and it was by means of this inscription that tnis was finally solved. It repre- 
sented a eryptana lytic problem. In the hieroglyphics there are things that we 
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Mil cartouches, that is, thing* Surrounded by a graven line. *W« ara aom 
tm t examples. This was on an obelisk, and thl* one was suspected of repre- 
senting tho nans Cleopatra, and 1 suppose the reason for suspecting :Lt was the 
repitition here of two characters at a proper distance to represent the two 
a’a of Cleopatra. By taking the various cartouches, writing them out carefully, 
studying then on the baala that this was Cleopatra, it turns out that by tak- 
ing the letters and substituting its equivalent end putting them in the proper 
places, bit by bit Charapolio was sbl* to establish other names, like Ptoleny 
and Alexander and so on. That’s the way in which the hosetta •Hone and Egypt- 
ian hieroglyphics were finally read. It was very fortunate that the sarly 
studies on Egyptology had .not realized that the Egyptians used cryptography. 

Some of their writings are pot only hieroglyphic, but they are also crypto- 
graphic, and this is an example of substitution. That character in place of 
this one means to speak. Tou sea the finger pointing to the mouth, and so on. 

Mow 1 am going to jump to the *msrleaa period of the w ivil *ar or the 
War Between the States. Here is e picture of a cipher device used by Confed- 
erate Any captured at Vleksburg, one of ay treasures. The method of u ;e of 
this is e cylinder covered with a sheet of paper bearing alphabets, the 
yigenere table, in other words, a pointer that you could slide and a tiumb 
knob you could turn the alphabet according to the key letters. 

There is one person I passed over in getting to the Civil ' ar peri od. Ed- 
gar Allan Poe in 1842 or thereabouts kindled an interest in cryptography by 
his story of "The Gold Bug" and by a couple of ertieles in journals dealing 
with cryptography. Here is a picture of a message, authentic, which was sent 
by President Lincoln to C«n, Burnside, and it’s very simple. It reads this 
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way, of course, bat If 70 a rood it backwards, "If A sould bo in a boat off 
Aquia Crook at dark tomorrow, PTednesday , evening, could you without inconven- 
lenoo moot me and pose an hour or two with dm?" Signed A. Lincoln. I think 
tho President was kidding a bit. Tills is a photograph of a page or two from 
the code book and cipher system used by the ?ederals » They had what is called 
today a route cipher, that is, you had a matrix with indications of zoute. 
Hare's how you write the Message in, the first word, second, third, fourth, 
fifth, sixth and so forth, and then take It out according to another route* 

And here the thing is complicated by the use of arbitrary equivalents for the 
names of important people, president ef the U*S. is represented by Ac am. or 
Asia. It had two equivalents, you see. Here are some of the famous lames of 
officers of that period* I have with me today the complete set of books used 
fay the federal Arsy during that period, and after my talk those of you who 
wish may eons up and examine it, together with certain other exhibits. Next 
is a picture of a message sent to General Grant in that route cipher. I shall 
not take time to rsad that. There is an example of a typo of secret writing 
employed by the french in the franco-prussian war. It consisted of code 
groups written out from a code book. Tou remember that in the Siege of Faria 
they were completely cut off, and the message was then photographeu down, and 
it was the first end earliest example that I know of of micro writing used for 
military purposes - photographed down and sent out by means of carrier pigeon, 
and this is e copy of one of the examples* 

After the Civil >-ar or <<ar Between the States the use of cryptography in 
the united States military affairs went into a decline for a long period of 
peace, ana was broken only briefly by the Spanish American War. The her Depart- 
ment published a code called "Codes to Insure Secrecy of Telegrams " in 189$ 
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based on a small commercial sods, almost word for word. I'm sorry I don't 
hare a copy of that with bo. In the Spanish American *ar there waa very lit- 
tle cryptography. They used that code which had no secrecy whatever , but then 
there was no such thing as radio. In 1899 the Chief Signal Officer undertook 
the preparation of a suitable code. Economy was stressed - the ^hie *■ ^ignal 
Officer personally did all the work. In 1902 the cipher of the "ar ^apartment 
was published by the adjutant General. In 1906 a revision of that was published, 
and in 1915 a completely new code. War department Telegrapn Code was published 
and printea by a coimaerci&l house in Cleveland. <Ve corns now to the orlj ";ar 
I period .kith Hertz's iscovery of these so-called Hertzian waves anu Marconi »s 
practical demons tration of signalling by wireless; a new era in military com- 
munications w&3 ushered in, anu also a new era in cryptology. A he iirst wide 
usage of wireless, or radio, as it soon came to be c&llea, was in WLd "ar 
I, but developments in cryptography lagged a bit, as we shall see. 

First, I will discuss the tactical use of cipher systems, becaus 3 these 
were used in preference to code systems, which came later. Here is a picture 
of a cipher system useu-by the Russians. Nothing but the Vigeners syntem all 
over again, but using numbers instead of letters. Here is a case Involving a 
set of 7 or 8 alphabets used for substitution. %is was the deciphering 
table. The next one is a picture of a front cipher system, a transposition 
system, the key column,: being here and in addition certain disturbing elements 
by taking off the letters in diagonals. And that is a picture of the system used 
by the Italian army in World War I. Again, it is only s variation of the 
Vigeners system. And here is a system used by the Carmans, invented by them, 
or really, I should say, it was a combination of two asthods put together in a 
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very o lever way. We called it the AB3GQX cipher because the cipher teat con* 
slated exclusively of those letters. An alphabet in here arranged according 
to soas keying order with the coordinates ABSGBX, you enciphered your message 
by substituting the coordinates with the letters as you see here. The letter 
r is represented by B and so forth, and then you write a key developed from the 
key word over your X's and A's and so forth and take the letters out in columns 
according to the key order. That *as a brand new thing in military affairs 
and caused no end of headaches until it was discovered just how the solution 
could be achieved* In that case, the eolation was not a general solution but 
depended upon special instances, and I don't have the time to go into that. 

That cipher was used by the German high command and consequently someone soon 
discovered that you made a chart baaed upon the number of ABSGBX messages 
intercepted, why you could diseiver certain things about the tactical situation 
and especially about what might happen. This is a chart which we got up in the 
ABF based upon the ABSGBX intercept. This, gentlemen, ia the first illustra- 
tion that I know of in history of traffic analysis, traffic intelligence. Xhs 
next slide gives e picture of the sort of thing that we put out, a bulletin 
that we put out when the ABSGBX massages were rerd, ana there are a set of ms 
sages from November 20, 1V18, of course the war was over, but this gives very 
important information about the withdrawal of Megans on's army. There is the 
German text and there is the translation, an authentic message. /4he British 
and Americans used a ciphar known as the Playfair cipher, invented allegedly 
by Lord Leon Playfair, but he didn't invent it - Sir Charles "eatatone invented 
it. The ms thou ol encipherment is to have a key word, than the rest of the let- 
ters of the alphabet, anu if you wanted to encipher "at" the equivalent was 
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•vr" by diagonals, and so on. Thors is an example of a message anoiphsrsd. 

In thoss days, 1914, that was rtgardsd as prstty hot stuff. In foot, an offiosr 
of ths American A rsy la tor became Chief *ignal Offiosr, Maj. Sen. Moborae, 
wrote a little treaties published in 1914 in which he dealt with this Playfair 
cipher ays ten, and the title of his work is "An Advanced problem in Crypto- 
graphy . " Today our most elementary students are given things of that sort to 
aolro. The British Any proposed a cipher device in World *ar I, and they had 
manufactured a great many of them and distributed thousands, and they proposed 
to the ?reaeh and the Americans that they use the same thing for tactical com- 
munications, but it was never put to uae for reasons that 1 hope to tell you 
later. 

How, I'd like to say a few words about ooda and code systems used. 1 
think you all know that a ooda s ye tern is simply a sort of dictionary in which 
ths words, phrases and santencaa are representable by arbitrary groups of let- 
ters. Hera ia a pegs from a coaaeroial telegraph or commercial cable company's 
codebook that they offer to their cue tome re. You 'll notice that each of these 
oodo groups differs from every other code group by at least two letters. We 
sail that the two-letter differential. The reason ia that if an error ie made 
in transmission, the likllhood of making two errors in the same group is not 
nearly as great as making a single error, and their methods of correcting auto- 
matically a group if it has a single error in it. How, oodo hoods and codes 
arc made suited to all kinds of business. Thsy are specialised or generalised, 
like a shipping cods, or a cods for the automotive industry, sad so on. ?he 
next one ia the highly specialised code. Tou know, there are certain people 
who believe firmly and implicitly in the power of healing by suggestion and 
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and what not, and hara la a pictura of a ooda book put out by a gentleman who 
was a profaaaional man in that fiald* lou'll notioa that tha purpoaa of it was, 
of eourss, that if you want on a trip and you wan tad to consult your practi- 
tioner you eould sand him a massage and tall him what you thought you wara auf- 
faring from. Of cours a, you thought you nara suffering from this, that or tha 
other thing. It was English and French, and you would simply represent your 
illness, or alleged illness, by coda group. Now, note that the gentians n who 
got up this ooda was pretty wall versed in tha intricaciaa of coda and communi- 
cations difficulties, because these coda groups differed by at least three let- 
ters each, and tha reason, of course, is that it would be a pretty serious 
thing if you sent a message saying that you were suffering from coma but got 
treated for convulsions. That would be pretty tough* 

Prior to World War I the use of code books for tactical purposes was thought 
to be impracticable, largely because of the question of large scale reproduc- 
tion of code hoods. On compromise ^ i don't think they thought too much about 
the possibilities of solving code, but early in 1916 the Germane began to use 
field Code, and the Allies soon followed suit. I had elides to show you pic- 
tures of pages of the code books of the various belligerants, but I have ex- 
hibits and those who would like to see what they were like are welcome to cone 
up after this talk and examine them. The only one that I really woula like to 
show is one that will give you a picture of American inadequacy in *urld *'ar 
I for code work. Tnie is authentic - I didn’t make it up - I found it in the 
records. It's a code gotten out by the 52nd infantry brigade dated 17 April 
1918 and it is what we called the baseball code. If you wanted to sqr kill, 
strike out, base on ball, hit by pitch ball, and so forth - vary elementary. 
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Now I am coning to a t «7 int arts ting example of "or Id Mar 2 period, a cipher 
massage which was taken from a German spy in the United States, and he was sen- 
tenced to death. The message was found on his person, and that's a picture of 
the code groups, anu after some weeks it was deciphered by the code solving 
organisations in Washington, lil-fl, as it was called. Here ip the Ger ran text, 
and this is what it said, "The Imperial ^onaular officials of the Republic of 
Mexico strictly seorst ths bearer of this is e subject of the Jfopire and travels 
as a Russian under the name of Pavlo Baverte. He is a German a.^nt." And ao 
forth. Hie sentence was commuted to life imprisonment, and he was out in a 
year. Here la a message which is probably the most famous moos age in crypt- 
analytic history to uate. This in the essays which brought the United States 
into World War I on the side of Britain. In 1915~l6 it . as very much caten- 
as -catch-can as to which sloe the Americans wsrs going to join. Gur British 
friends and later allies did certain things that we uidn't like, and there was 
a good deal of talk about it, but this message, solved by the Hrltisn, brought 
us In. It was the straw that broke the camel's back. It is known as the Zim- 
merman telegram. It want to the German lagation in *Vxieo City from Count Von 
Borns taut , the German ambassador in Washington. The method of solution I won't 
to into. The handling of the oase shov.3 how astute diplomatically our friends 
were in bringing the Americans in by means of that message. H era i a the trans- 
lation of the thing. It was important because they were going ta resume the 
unrestricted submarine warfare and this, dealing with a deal with Mexico, was 
the straw that broke \.he jamel'a back. People in ths itLddle West were very 
lake warm toward the iuea of war, but when they began talking about giving back 
to Mexico, TexMo, Hew Mexico and Arizona, that was something else again. Be 




v . 




gj£^T JID :^A66 41 7 



«• get lnte the war* tt ere ie an example of another type of code we solved, 
this time by the Dnited states group in Washington, a sabotage message talking 
about who was reliable and what they should do, and that figured in a long, long 
trial before the T Claims Commission in which the Germane wera charged 

with eertain acta of sabotage, notably ths Kingaoan firs and ohs black A 'om 
explosion, and it resulted in a dooision in favor of the United States, claim- 
ants, some $40,000,000, This la a message in secret ink that figured in the 
Black Xom Has, a page from the bluebook Msgaaine in which there wee secret 
ink writing inscribing on the pegee of one story* 

How I corns to a case in which I was involved. In 1915, no, in 1916-17 
the Germans financed a large number of Hindus in their attempts to stir up a 
rebellion in India, the Idea being to cause so much trouble in India that it 
would draw out British troops from the "estern front, and these Hindus were 
negotiating for the purchase of arms and ammunition in ths United 'Hates and 
sending it over to India. Here ie one page of e long, seven or eight pegs mes- 
sage that was intercepted between the Hindu in the United States and his chief 
in Switaerland . The message consisted of groups of figures which were inter- 
spersed with words, I recognised immediately that this represented the page of 
a book, this the line nuiriber and this the letter in the line, and all I needed 
was the book, but, of course, ths message itself didn't say what the book wee, 
so I had to go ahead and try to solve it. This wee solved, and I'll show you 
very briefly the method, ie Z said, there were words, plain text worus, inter- 
spersed, end I would make a guess. Hare, for example "form day, sometning, 
with, something. n I assumed that this would be the word "oommlttee," end that 
meant that on pa^e 65, the fourth line, the second letter in the line was a C, 
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Wall, the third happened to be 0, and the fourth an M anu the fiftn an U, 
but the aixth was not Indicated, and so on. Well, by substituting some of these 
guesses in their proper positions and tabulations of this sort, I founa that 
this word ooramittee csrae from the word communication on page 65* Then this 
word is "Attention , " and so on. And by working back and forth, building up 
the pages in the book and building up the message - one helped the other - and 
1 finally came to the conclusion that it was a book dealing with the history 
of German political philosophy or what not, and Z hunted and hunted and hunted. 

I finally found the book, all right. It was Price Collier’s Germany and the 
Germane . This message figured in a trial out in San *rancisco .ihere t.hei’e were 
about a hundred and five Hindus on trial ainailtsneoualy . One of the Hindus 
turned state *e evidence anu got himself in bad .ith the others. They were 
searched every day before they came into the court, but one bay, the bay alter 
I testified, one Hindu managed to secrete a gun in Ids clothes and during the 
midst of the proceedings shot the Hindu who hud turned stale’s evidence, where- 
upon the United States Marshall, a great bi^ fellow jix feet four standing in 
the back of the court drew his weapon and shot the first Hindu dead, ^hey 
were both dead right there within two or three seconds. That’s the way that 
trial ended up di amatlcally . 

I'm going to pass that one up. That figured in the oil scandal in the 
days of 1924. I -Jas government witness ‘.a that cate, solved the messages and 
showed some of the facta that lead to Mr. Fall’s going to prison, the Secretary 
of the Interior. 

The rum runners in those days used some very good codes and ciphers. Hero 
is a particular case where a message was enciphered by taking code groups out 
of one book, transferring the code number for that group into another book and 
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than adding a constant value to those numbers, and this was the sassage. AH 
I had to do «aa to find the books. 

There were some interesting things, working on the job we would get mes- 
sages from various government agencies to solve. h ere is one that can* to the 
White House and sent to oeeret service. It was addressed to the President and 
had this atuck in anu after this figure and all it was was if you read it back- 
wards ana alternate letters it says "Did you ever hlte a lemon? " 

How 1 am going to jump to the question of cipher ue vices because they 
represent the modern trend. I've already mentioned to you the effect of the 
invention and distribution of radio and its effect especially upon cryptology. 
Traffic in large quantities became available for interception and study, and 
hence improvement in cryptography had to come. It came slowly but surely. In 
connection with theoretical advances came inventions of cryptographic devices 
end machines, Trie brief latory of these will therefore be useful. That is a 
picture of the earliest cryptographic device on record, except for the spibalae. 
This is taken from a book by an Italian named Alberti published in 1470 anu is 
just e cipher wheel, one revolving concentrically upon the other so that you 
eould change the relationship of the alphabet, wheel is i-epresenteu also 

In the Porta book, and, by the way, I have a copy of the original edition of 
Porta with the cipher wheel in piece ana in working order, ^hls was published 
in 1543 * They uidn't have any children in those days, obviously, or otherwise 
these things wouldn't be here. 

I know it takes a long time to get a patent through the patent office, but 
Alberti's device was finally patented in 166$, the inventor happening to the 
the Chief Signal Officer- of the *nmy at that time. Major %er. It the same 
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tiling used by the United States A rny in the period 1910 to 1918 • There ie a 
■ore recent invention of the aaae thing. The patent office doesn’t have good 
access to literature on the subject, so every once in a while a thing that is 
as old as the hills gets through the patent office, Now we corns to a device, 

I mentioned that the British proposed a cipher device for use on the Western 
Front in World Wer X, end a little bit of history of that is interesting. Here 
Is a picture of a device invented by Sir Charles Wheatstone, the eiaminent 
British net heme ti clan, physicist and slectricel engineer. The principle is a 
little different from the preceding one. T ..is had an alphabet of 27 characters 
and an inner alphabet of 26, with an eccentric motion depending upon the let- 
ters that you were actually going to encipher. N ith this hand, you see, you 
go around this way, and tha fourth revolution, for example, if the letter H 
ia represented by E on the next revolution H would be represented by the next 
letters, which happens to be e victor* Now the British took that basic inven- 
tion, and you'll notice that tha first slide had the alphabet on the outside 
in normal order. What they did was to add the idea of a mixed alphabet on the 

outside. They changed the font of the device itself, but the cryptographic 

principle is ldentioal. They had a great many of these manufactured, X was 
at that time working at the Zdverbank Laboratories, ana this thing had bean 
approved by the Britisu, the French and the Africans in Europe. Xt waa sent 
to Washington, approved there by the MI-8 people, end somebody there a;- id, "Well, 
let’s see that this fellow out in Chicago thinks about it, so they sent me a 
set of five test messages in this device. All I knew was it wee baaed upon 
Wheatstone principles, and ay employer came to me one day and gave me these five 

messages, each message 35 letters long only. He said, "A want you to solve this 
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thing." I said, "But I can't solve anything aa short as thi.a« I have other 
fish to fiy." Ho said, "Xoung man, on the last day of each month you get a 
little green piece of paper with ay name in the lower light litnd comer. If 
you would like to continue receiving those, you will atari work oruere right 
away." I said, "lea, air." hell, by hoous pocus which 1 won't go into, 1 
succeeded in reconstructing what I thought was the basis lor tne mixing of these 
letters in here. The word on which it was based was the woru "cipher," end 1 
thought, "Well, there is no way of reconstructing this." At that time 1 haun't 
invented the ,-rlnciple. I later did. There was nothing to do but try to 
guess what tnis might be, by trial and error, and 1 tried on this basis. If a 
fellow was foolish enough to use a word likr cipher ae tne busis for /nixing one, 
he'd be likely to use an associated word for the basis for mining the others j 
and I tried every word in ray mine associated with the word cipher, one after 
the other, and it took minutes . Than finally I exhausted exports, and Mrs. 
Friedman, who was ny right hand man at the time, war-, sitting in another part 
of the room, and I said, "Elizabeth, will you stop what you're d^ia? and do 
somu thing for me? 3h said, "What?" I said, "Make yourself coinfortaole. I 
am going to jay a word to you, and I want you to come back at utu *ith the first 
word that conies to your mind." She said, "Shoot." I caid, "Cipher." S.ie 
said "Machine •” That waa it. In about ten minutes v.t lieu reconstructed the 
alphabet anu solved oho massages, Ihe first message said, "This cipher is 
ebeolutely indecipherable." Ae sent the solution to Washington, word got to 
London, and when I ■ ot to AEF in France I wasn't very well liken by our British 
friends. That Wheatstone principle is attributed to r Carles, but not long 
ago by sheer accident 1 came across this device, it's in our museum now, made 
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by a Major luciiu Wadsworth, who was aids to Qsasral Groan of Revolutionary 
fast, and It boars on it - this is a vary poor plctura - tho data 1817, whilo 
Wheatstone devised his and described in 1870* X come now to a cipher allegedly 
invented by a Frenchman, Bazarie, called a cipher cylinder, ^his consists of 
a shaft on which are mounted discs which can be arranged in toying order, each 
disc having a different alphabet on it. You line up the letters of your plain 
text message "Jesuis f . X am indecipherable,” and for your cipher 
equivalent you can take any one of the other twenty-five horizontal lines, looks 
like an excellent principle, but quite readily solvable these d^ys . ' A 'he princi- 
ple, however, was not invented by Mazarie; it was invented by our own Thomas 
Jefferson, and there is a picture of his description of a thing called the wheel 
cipher, exactly the same principle. I had an interesting time with that in 
connection with the definitive additional checks end works being published now 
at Frlnceton. In 1915-16 a United states *rmy of fleer by the name of Mitt in- 
vented again that same principle, this time nob in the form of discs, but slid- 
ing strips, you see, and this is the original model. *rs. Hitt came to hirer- 
bank, with this thing and said it waa pretty hot stuff, ana she put up a chal- 
lenge message, and X solved the challenge message by hocus poous. Z thought to 
myself, "Well, this lady, beautiful and charming, and so ftorth, but she doesn't 
know much about cryptography. What kind of a key would sho bo likely to use 
for mixing up the order of the atrip? Well, she might wee the word 'Hirer bank 
Laboratories . ' * That waa It I Xn 1918 that same principle was adopted by the 
United States A rmy J ignal u orps, there it is, the tt-94 devioe. This, es you 
eeo, la nixed alphabets! you can take them off end put them ea in any order you 
please, exactly the same principle. *o used that for quite a number of years 
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with soms success. It was not produced in tiaie, however, to be used in World 
War 1# 

This, tjcsntleraen, is fa picture of the very iii'st JIGI'UT or one-tlaie pe 
cryptographic transmission maculae, produced by the AT4T ^om .-any in 191;', too 
lai'O to be ttjeU in "arid bar I* A he principle is, there you perforate your 
plain text message, here you have a keying tape passing through a trann, It ter, 
here is another keying tape, both different, their loops, t.heir uifferential 
diameters. Tills one is a thousand characters in length and the other 999. 

You start then out at a given point, adjust the positions, *’hosa t,<o points 
won't cone together again until you have enciphered 990,000 characters, A 
pretty good principal, but, again, on a challenge, tills was after I came hack, was 
demobilised and then beck to Chicago to the Riverbank Laboratories, on a chal- 
lenge, this wan supposed to be absolutely indecipherable, said so in writing 
by a letter signed by the birector of military intelligence, but x .?aa .rble 
to aolve the thing without having the tapes, without knowing hew long they 
were, or anything. There is another interesting solution, but I haven't the 
tine to go into it. 

This is a picture of a new type of cryptographic machine. A gentleman 
by the na me of hebron out in California came forth in about 1922-23 with a 
keyboard, rotor, a comutator awitch and comutator really, the current from 
the keyboard aepi e.-:sionii going in this side, a fixed cosutator going tiro ugh 
a wheel here, they switched those circuits, coning out end goin^ through a 
typewriter, how that machine h»u only one rotor. In about three or four 
yean, after collaboration with the N&vy, he cams out with a five wheal machine, 
flvs positions, you see, and these arc the types of rotors that he used. 






pretty hign security* The *avy me about to adopt thaao things* ^hsy had a 
oontraot for $75#OGQ.OO. God, bon that hit at! Z didn't avan hare a dollar 
for that aort of thing* Wall, they asked aa what about it, and 1 said* "1*11 
study it," I oaae over and 1 sat before this thing for about six weeks before 
I had a really -jood idea. So I want over to the chief of the section, and Z 
said, **2 think I can eolva messages," and he said, "Show me." Z said, "AH 
right." He said, "What do you want." Z said, "X want ten messages set up 
on your machine, " He gave me the ten measag ea, and X solved the thing. Zt 
was a curious thing* X waa getting dresaed to go outj of courae, it took 
weeks of making distributions and finding ay way around* I had one assistant 
at the time - he was a veteran, ex-priae fighter, cauliflower ears and all, 
ana he wasn't ouch help except in typing. X got to a point where if 1 could! 
only solve or read - I had reduced those millions and millions of alphabets 
to a place where I had one line of about J A letters. ■ L f 1 could solve that 
I would have a start, and 1 went home that evening from work, ana 1 had a 
picture of this one line, and ell X knew waa that the first, the 3 event n, 
the ninth and eleventh were the same letters; the second, the twelvtu, and 
the eighteenth were the same letters. All I knew waa the letters that were 
identical. As 1 was getting dressed to go out to a party that night, fiddling 
with ny bow tie, it suddenly dawned on me. the phrase that wauld fit wee 
"The President of the United States." A hat was It I The next day I came in 
and in a couple of days Z handed the Navy a solution; they killed the order. 
The firm went to pieces, the inventor and president of tho firm wound up in 
San Quentin for a couple of years because he sold stoek that went to about 
four dollars e share on the basis that a *avy order was coming through, and 
when the Navy order aion't come through, tho stoek dropped to about $2.00 e 
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a share, and he had picked up some of the *2.00 stuff, went to s different 
part of the state a no wold it for elo.uO. '^l\oy aidn't like that, so they ,ut 
him In Lhe hoosegow. 

This is a picture of the .first cipher macliine invented &nd built in 
EVirope, called the Enigma, Coiamercial Enigma. Here ai-o the rotors, you see, 
four of them here, a keyboard ;rid the might bank, I^u press the beyboaru , the 
rotors ste/, ana they li^ht up. lou position these t in..s acooxvi ng to key in, 
letters, *»jw, also in i<urope after that time then. </oxe other inventors. 

Here is a machine called the Urehowe which .*as .ield ; s beiiv, a very compli- 
cated anu difficult thing - nobody could solve it. **ere is a Uer.r<an px'ofes- 
sor who ; .'ut out a treatise on the indeoi :'hu i ability of tut L.iiu OJ uhowin^ how 
Sian. permutations and combinations there were. You could hfivo every oody in 
the world provideu -.ith a machine ana a key and nobody «*lse rouid have the 
same key, and so on. "ell, gentlemen, the number of per vaU Lions ana com- 
binations that a given cipher system affords, like "The hii 3 that ding in 
the during, ” have n« thing to do with the case, or at lotst very little. It 
all de.enis upon .low t >ose pe mutations and combinations ara budiuuliy crypto- 
graphically. Here id a ,-icture of a Swedish machine of about the smv. period, 
keyboard, light ban.-, with rotors, a little different type of rotor in that 
case. 01 course, the light bank was slow. lou had to sit down and copy by 
hand and su on, so the inventor of this machine hookeu it up with an elec- 
tric hamingtou typewriter, and that was the first model of a printing cipher 
machine. He later modified it so as to have the printing mecuaniam self- 
contained in the cxyptograph, and that's a picture of the box itself from the 
outside, and there i.i a deture of the internal workings. There is the keyboard. 



It’ a, of couraa, turn ad around, and her# ara tba a wi toiling comutatora with 
pins that you eould put in and out effective position liko on our oonverter 
M-209. Those pins drive a oortaln levur her# which drives the switching 
00 mutators which are in here, and you eould also switch arounu the effects 
of the cojBUtatore. Here le the printing mechanism. This style you'll recog- 
nise aa being very similar to the style in the Converter M-209. it printed 
on a tape. 

Of course, in those days considerable thought began to be devotee to the 
encipherment of teletype coaaaunieatiens, and this wad, aside from that 1802 
machine that I sheared you, this was the first of the teletype cipher attaah- 
mants, an invention of Col. Parker “ltt, who retired from the fray and joined 
the International Telophons-Telagraph Company and devoted himself for two or 
three years to producing this thing* This was finally, Uiere'a the internal 
mechanism. It had laying wheels which affected the bands of the teletype 
character • Those wheals were of differential diameters. This one h&a Id 
places, this one 99, this ran 97# and so on, down, so that it had an extreme- 
ly long period, but the length of the period, again, like the birds that alng 
in the spring, has little to do with the case. That thing was put into test 
usage in the State Department, and they sailed upon the War Department to 
make a security evaluation. I was aa signed to the job, and 1 had aa interest- 
time with this. The State Department put up a series of messages. They were 
e temped in at a certain hour, 10*00 o'cloak in the morning, let's say, and 
about 10*30 the chief of the State Department so naunl.ee tiona sailed me and 
said, "Tba machine is out of order. Maybe you can fix it." X said, "I'll be 
up there in a fe.„ lnutea. n 1 slipped a piece of paper in m pocket, and 




when X got up there, ho odd, »X*« sorry* I tried to catch you, but you had 
already loft, Xt*s working again, ao X won’t trouble you." X said, "fly the 
way, I have a question to oak about thoee sassage* H* ioMdiately got sus- 
pioioua and aokeu, “fchat do you want to know?" And I said, "Have you got the 
plain text to thoee Messages hero?" And he drew hlnaelf up closer, and he 
said, "We-el, yea." X a aid, "Hbere are they?" *e said, "In that safe ever 
there*" I said, "Well, 1*11 alt here* Xou go ever to the safe end dig out 
message Ho* 7* X want to ask a question about it* n Very reluctantly he got 
up, opened the safe, pulled out aessage No* 7# and said, "What is it you want 
to know?" I pulled out jqr piaoe of paper, and I said, "Well, does it say — 
and 1 read hia the whole message. H* pro aptly sat down on the floor* That 
was only 35 minutes or so after it had been received. *he ITT Compeny burped 
Its finger a on It, gave up Um investaMnt snd never tried again. So we have 
the AT Iff Com any studying the code, the 2THT Company, and later on 1*11 say 
a word or two about the 291 Company, who also tiled their hands at it and 
failed* x h© reason is that without cryptographic and eryptanalytic guidance 
nobody can invent a thing that is going to stand up under eryptanalytic attack* 
This is Converter U-2t>) wiiich we adopted, a Swedish invention* A t is 

e 

pretty good* The only thing we cams across at that tins for our field use* 

Karo are keying wheels. H*re is s valve which is affected fay the keying wheels 
which offsets a print wheel, snd there is the tape. A vexy neat gadget but 
act too secure when you have two or acre Messages in the sane set* 

Now, t be rest of the time X would like to devote to a brief di sou salon of 
eiypteaelytlc gadgetry* Vile is s picture of, to ay knowledge, the first oxypt- 
analytic aid, so.net .ing X got up at "iverbank way back in 1916, X think it was. 




a pair ef glee ■ putt with strips *ad ikUm, &tmvw. Xou could slid* these 
things up a ad down to align letters and study than for what not. I .on't know 
■V tho hall I put downthe United 3tatea War w oll«ge. I had no relations with 
than, bub It wa# nice to hand them a present, ao X did that. I made it with 
ay can hands. This was a whssi with rubber lattars that I could arrange in 
an&- order X pleased. They wars reaovabie, there’s another view of the thing, 
and here's & whole buuoh of thou put together for whatever purposes you want 
to sake of then. 

*kw, froa that early start have cone a great luftny vary intareating develop- 
■ant*. Hera is a picture of a thing dated w atober 30, 1934, where x sent a 
aaaarandum to ^apto^u King ana iagor “kin, now Kiief °ignai Officer, in whioh 
X aade aom reaar/s. you can see aoam tear drope or aaybe blood on this thing, 

I was asking for a little bit of uuittfy to get sone XBH ftftehines. X said, "Fleas# 
do your utauet to get t lie across for as. Xf you do, we can really begin to 
44 worth-while cryptanalytic ■wk." bell, the plea was successful - we got it. 
Here's a picture of part of the contract, you see, the 12th of boveober. It 
only took a month. Ana haze la what we were getting, *nd see these prices. 

Khan I think of the miaaiona of dollars which we spent in World War A I on this 
sort of thing, I am ejaaaed that from such lowly beginnings should have cone 
that great ewtablLshuont. This is a roots. Just one long wing In our headquar- 
ters during the war, with tabulating aaohinexy, here, just one after the other , 
tabulating XBH aachines to do special purposes, special Jobe. 

Jou know the picture the average person has of a cryptanalyst. He's a 
long-hair. He has thick spectacle* md whiskers and oruabe in then end ao on 
and he goes into a huddle with hiaaelf and pretty soon he cease up with an 
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anaw«r. fall, that *» -far frpx the plot ore the** daya. Cryptanalysis and com- 

-a 

munieations intelligence ia big business new* ami 1 want to say a ward or 
two about that sort of thing* Cryptanalysis of modern ays tea* hat been facili- 
tated* if not oada possible* by the uao and applications of special crypt - 
analytic aids* including the use of high spaed machine ly of the type pictured 
hero* standard* also modifications of those machines* but more importantly by 
ths invention and development of electronics gedgetry. *a 1 said before* the 
number of permit atione* well. I'll get to that in just s moment, The number 
of permutations .->nd combinations in itself isn't too significant. It* a what 
they are basically. In modern cryptanalysis what you are up against ia a great 
multiplicity of hypotheses that must be tested out* one ai'tsr tne otner* until 
you find the correct one. This can be done more saaily by these machines and 
high speed aid's combined *lth statistical methods. I want to snow you what 
some of these look like. I showed you a tabulating section. Here is just one 
gadget which we call a machine deciphering gadget* That's a spsoiajJued thing* 
but you know what you try to do in a crypt Analytic practicing center is with a 
fee people duplicate what thousands of people on the eneey side are being* It 
takes thousands of ; mo pic to put the up in the v&riouo hed^uartere 

and so on* They all flaw into one plaee, and you can only have a certain num- 
ber of people to read those massages and process them* If you have the key* 
than 'it beoomss a prohlee cf produetiW line deciphering* so we devisea special 
machines to take the messages and decipher them. This may not have any resem- 
blance whatsoever to the enemy's cryptographic machine* but life an analogue* 
it duplicates what their machine dees* and at a high rate of speed. $o that's 
a picture of suoh a device* There ia a tabulator* standard tabulator with a 
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special attachment devised by our own engineers susceptible of what we call 
doing "bruts fores" operations, where you are trying to solve a thing on the 
basis of repetition. «sll, if you've f . ot millions a no millions or letters, the 
location of those' repetitions is a pretty laborious t.ilng if you have to do 
it by hand, so we speeded it up. A machine of this kino will locate those 
repetitions, sqy, in one-ten thousandth of the time that it woola take to do it 
by hanu* Here is a specialized machine, again a tabulator, with an attachment 
here that is used for parsing the text of one against Uie text of 

another massage in oruer to lino certain similarities or perhaps cert, in dif- 
ferences, and it does it automatically. These relays are set up according to 
certain circuitry, and you start the mac-dns,- and low ana oahoid, it produces 
a printed record of the message that you get* 

here is a muouine which 1 personally call "Podia. " x( odin was the great 
French ^culpturer who sculpted a piece of engineering known as The thinker. 

This machine things. What it doee is, you give it a certain number of hypo- 
theses and you tela it, "Now, you examine these hypotheses and come u; with an 
answer." The machine takes the first hyootheoes, let’s say, and it examines 
that, and if it comes to a contradiction it say.’, "Hell, that *3 no godd; I’ll 
go back and take up the next one." Ann so on. One after tne otner at a high 
rate of speeu, an electronic speed* That's only one small section ol the tning 
Well, we've got left here a few minutes in wnich I snoulu ^i>y soractnlng 
about the cuirent employment and manner of employment. You see, I've unvoted 
two hours to talking about the background and development and haven't said 
anything about the manner of employment, "ell, we ccolu discuss that unuer 
various headings, but it is obvlotta from the disclosures of Pearl Harbor that 
the manner of employment in World *ar U most have been vary efficacious. X 





wish X had tha time to road you tho whole of tho *arshall-Dewey correspondents 
that this article in Tiaa was baseu upon, but I think that what 1 &n going to 
say next i-> perhaps a little bit more important* The intercept:! or. 01 foreign 
c o mmuni cations ant. subsequent processing requires the services of numerous 
conminicationa and other trained personnel. In order that tho product be 
most useful oper-itla .«JLly and not merely historioally interesting, the inter- 
ception of the intercept traffic has got to be transmitted r.ost expeditiously 
to processing cantor a, and after processing the result must be nro;.tptly trans- 
mitted to the people who evaluate it from an intelligence point of vlt-w and 
to other intelligence personnel and in some cases where it makes e difference, 
e great difference - oaeona perhaps - transmitted direct to operational com- 
manders. The ooad for trained communications personnel, intelligence experts, 
radio engineer.-;, electronics technicians, mathematicians, linguists, am. .rypt- 
analysts end other highly okilleu personnel, military unu civilian, is there- 
fore quite obvious. It tak«o a large organisation. In 1939 or 40 the totality 
of personnel in the Army anu ^avy aevoted to this work was about yiQ, In 1943 
we had 37*000, That gives you an idea what it takes, aside from lull lions and 
mil lions of uoilors for equipment, both communications equi.-ment arid this type 
of equipment the. I I’ll give you a little story about. Some of the cryptanaly- 
tic and communications intelligence processes can be accomplished >n the fielu 
to meet certain immediate needs of field tactical co mander.3, and cuese have 
been provided for oy each of the three services in order to meet special needs 
in this category. Bn’: the communications intelligence processing is essentially 
complex and a la it *» • ctivity* ano much of it can be done well only at ru;or, 
large processing plant j where the limited number of highly skilled personnel 




can be concentrated and very special specialized cryptanalytic machinery can 
be ina t&lj.ea and maintained . You see, we have to have a concentration of the 
personnel. There are only a limited number. You can't finu peo >le trtdneri 

e 

in this field in civil life because there is no need for an activity of 
cryptanalysis in commerce or industry, and when war comes we don't have a pool 
of trained personnel in civil life from which to draw to augment our forces. 
We've get to taae basically intelligent people with good backgrounds tnd good 
education -nd train them ourselves * 

how, X want to say a few worus about the very great importance of coor- 
dination cf cutfuiudcation intelligence activities with the general Intelligence 
anc tacticiu. situation, ihsre you've got to have certain cover methods 4 For 
example, ./he n a decision has been made to take action based upon communications 

intelligence, a careful effort must be made to insure that the action cannot 

\ 

be attributed to cor municstions Intelligence clone. Otherwise you will kill 
the goose that lays the golden egg. en nossible, action must always be pre- 
ceded by suitable reconneiaancs or' other deceptive methods. *or siampie, if 
there is a convoy out in the middle of the ocean end suddenly it is attacked 
by air, the question .light well rise, "Well, how the hell did they know we 
were out here?" You see, you make cover for. that. Another aspect of coordina- 
tion between operations and communications intelligence is to he ;antioneu . 

•pie communications intelligence -people should be carefully orient id to give 
optimum coverage of operations in progress. There are ju 3 t so many facilities 
and people devoted 00 ciyptanalytic studies in communications intelligence 
work. There's Just so many available, and there's a great deal of traffic, an 



enormous Mount* only ao much of it can bo processed. You’re got to neglect 
the rest. Well, it's essential, therefore, that the crypt analytic «nd cor.aiuni- 
ootloM intelligence people be abreast of the current situation no that they *11 
know where to put their maxi mum effort. r h«ir knowledge of the t: '.otic el situ- 
ation is also essential to a proper interpretation of certain mater-i sis . It’s 
important to correlate the communications intelligence work with operations 
because if in exuberance our aircraft knock out radio stations, the very suc- 
cess of that operation has repercussions upon communications Intelligence. Tote 
see, knocking those out makes unavailable to us a lot of traffic, so that has 
to bs Coordinated. fhere is another reaeon for being very car.jful t'. coordinate, 
and test is that these code systems and cipher systems are usually world-wide 
or area-wide' in distribution, and if you don’t coordinate; ycur open ati^n:; with 
ycur Cl so as to cover up your source of information, there rsty be suspicions 
of compromise which woula have far-reacaing consequences. You :ee, a coiaaahder 
who gets some of tills stuff and seeks & i<J.nor advantage by ujiqg It in one 
locality, may deprive other commanders in other areas of much greater advan- 
tage if you aon’t compromise ties source of information. J o ntiile knowledge 
ana experience point to the necessity of exploiting every possible advantage 
that the situation affor ,s when you get tnis stuff, and the temptation is, of 
course, veiy great in tie heat of battle to use the material whenever it is 
available, nevertheless this often stay leek to eareleu.-inesa in its use which 
my lead to jeopardising the source* Cl course, the full value of co^ina loca- 
tion* intelligence cannot be realised unless operational use is rnace of it. 
Jlowever, when action ia coutemnlated based upon such intelligence, the possi- 
ble compromise of the source must always He borne in rind '.nd the >i n weig)yb4 



against military advantages to b« gained. Minor advantages never alone are 
sufficient ground for risking the loss of the source. 

Well, gentleman, it's lOsOO o’clock. I'm sorry that we uo.n't have any 
time to answer questions right here. 1 welcome you to examine the exhibits 
and perhaps if I can answer & question while you are doing it, i will be glad 

i 

to do that. *hank you very much for your courtesy and your attention. 



